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Collaborating to build an IAP

"LAN Server"
Is one computer 

acting as a central 
connection point for

other machines 
running the 

program

Collaboration
Multiple members of 

the Incident 
Management Team 

(IMT) work together on 
documents to compile 

the Incident Action Plan
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Collaborating to build an IAP

Use cases
1) Some  members of the 

IMT are at remote locations
not at the ICP

2) There are restrictions or 
obstacles to LAN traffic 

(e.g. devices from different 
orgs that can't 
communicate)
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Collaborating to build an IAP
Use case

Some members of the 
IMT are at remote 

locations not on the 
LAN



INTERNET SYNC ENCRYPTION

Start a new 
Incident

Unique encryption 
key is locally 
generated

Internet Sync 
Started

Data is encrypted 
locally using the 

unique key
MS SQL on 
CIFFC Azure

Unique encryption 
key is shared with 

other collaborators

Internet Sync Data 
is Requested

Requested using incident Unique ID

Data delivered 
encrypted

Requestor has 
the incident 
encryption 

key?

Data decrypted 
locally and used in 

CIAPP

Yes

Sync rejected
Data cannot be 

unencrypted

it is the agency's 
responsibility to share 

the key securely

Server never sees 
unencrypted data, 

or the key


